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OVERVIEW OF THE ELECTRONIC SIGNATURE 
LANDSCAPE IN THE PUBLIC AND PRIVATE SECTORS



INTRODUCTION TO E-SIGNATURE 

Signed content

Introduction to e-signature

1 2 3 4

Name of the signer
Did that person really 

sign ?
Intend to be bound

Identification Attribution Endorsement Integrity

Who ? Why ? What ?

Trust requires …

… evidence of …

… to assure …



LEVELS OF ASSURANCE IN PRACTICE

The example of the European eIDAS regulation

Requirement Low Medium High

Signer identity none Signer can be identified Signer can be identified

Data integrity none
Modifications after signing 
detectable

Modifications after signing 
detectable

User onboarding none
Identity verification done face 
to face

Technology none Digital certificate (PKI)

Certificate issuer none
Audited for compliance with 
rigorous standards 

Signing device none
High security device from 
approved list

none

none

none

none

Level of assurance



IMPLEMENTING QUALIFIED E-SIGNATURE

Data integrity is a common use of e-
signatures to ensure that transactions 
are tamper evident.

E-signatures also form the basis of 
privacy preserving technologies and 
digital proofs for verifiable 
credentials.



INTRODUCTION TO E-SIGNATURE 

Certificates can be issued by a government CA or 
a commercial CA depending on the Trust 

Framework. 



THE E-SIGNATURE OF OFFICIAL DOCUMENTS SERVES AS A PIVOTAL CATALYST FOR THE DEVELOPMENT 
OF DIGITAL SERVICES IN THE PUBLIC SECTOR

Presentation of example use cases

Use cases addressed refer to the signature of public administration documents and certificates

Source: Roland Berger

Civil status

Identity documents (passport, 
national ID card issuance and renewal 
forms, driver’s license applications 
and renewals...)

Life events (signing, approving and 
issuing birth certificates, marriage 
certificate, criminal records...…)

Civic acts documents (voter 
registration forms o, voting records, 
residency permit applications...

Certificates & recognition 
documents

Healthcare documents (signing 
social security card applications, 
approving vaccination records...)

Education (signing diplomas and 
academic certificates, approving 
school certificates and transcripts...)

Licensing & permits (approving 
professional license applications, 
signing building permits and other 
construction-related documents...)

Judiciary & notary 

Court documents (signing court 
settlements and affidavits, 
approving and issuing court 
orders...)

Notary documents (signing wills 
and testaments, approving powers 
of attorney...)

Administration

<

Public contracts (signing 
procurement contracts, approving 
tenders &  PPP agreements...)

HR management (signing 
employment contracts for civil 
servants, approving NDAs…) 

Official correspondence (signing 
internal communications between 
public administrations, official 
correspondence with embassies...)

Non-exhaustive



INTRODUCTION TO E-SIGNATURE IN LEBANON: 3 DOMAINS

Official document Contract Payment

Financial SectorPrivate SectorPublic Sector

Law 81-2018 /  المعاملات الإلكترونية والبيانات ذات ٢٠١٨/ ٨١قانون رقم

الطابع الشخصي

Examples:



DEMYSTIFYING LAW 81'S 
TERMINOLOGY



DOMAIN 1: PUBLIC SECTOR



قبول التواقيع 

ل الإلكترونية كدلي
 في المحكمة

Admissibility 
of Evidence

اعتبارها موازية 
 للتواقيع اليدوية
Functional 

equivalence

ضمان موثوقية 

التواقيع 

الإلكترونية 
Reliability

WHY IS THE LAW IMPORTANT FOR E-SIGNATURE ANYWAY?
ر لماذا ر القانون يعتب 

 
ر للتوقيع مهما  

ون  ؟الإلكبر



TECHNICALLY, COURTS WILL LOOK AT IT THIS WAY:



RELEVANT 
ARTICLES FROM 
LAW 81-2018



E-COURTS SERVICES

DIGITAL ID - QUALIFIED SIGNATURE



IMPLEMENTATION OF QUALIFIED SIGNATURE IN COURTS



Inter-Operability

- Ministry of Finance

- ISF

- NSSF

- Others

Service Provider

- Digital ID

- Digital Signature

- Cyber Security

E-Court System

- Case Management

- Court E-Wallet

- Portal Access



Service Provider

- Digital ID

- Digital Signature

- Cyber Security



E-Court System

- Case Management

- Court E-Wallet

- Portal Access



Inter-Operability

- Ministry of Finance

- ISF

- NSSF

- Others



E-COURTS SERVICES LAUNCH DATE
15/9/2024



DOMAIN 2: PRIVATE SECTOR



THE E-SIGNATURE OF OFFICIAL DOCUMENTS SERVES AS A PIVOTAL CATALYST FOR THE DEVELOPMENT 
OF DIGITAL SERVICES IN THE PRIVATE SECTOR

Presentation of example use cases

Use cases addressed refer to the signature of private sector documents and contracts

Source: Roland Berger

Health

• Health screenings (health history questionnaires, 
surveys)

• Consent for medical procedures

• Prescriptions for controlled substances

• Consent for medical directives with legal 
implications (end-of-life decisions, complex 
directives)

• Agreements for clinical trials or medical research

• ….

CommerceEducation

• Course enrollment

• Student registration forms

• Online exam submissions

• Approving student loan applications and financial 
aid documents

• Signing internship agreements & placement forms

• Approving and submitting academic research 
papers and thesis documents

• …

• Online order confirmations

• Acknowledging and accepting terms and 
conditions 

• Signing non-disclosure agreements (NDAs)

• Signing and executing typical contracts

• Signing deeds, mortgages, or other real property 
documents

Non-exhaustive



ZOOM ON GOVERNANCE



SOURCES OF TRUST People

Process

Technology



People

Process

Technology

TRUST 
FRAMEWORK
• Set standards

• Balance security and usability

• Clarify roles and responsibilities

• Promote adoption

• Risk-based levels of assurance

• Flexible to allow innovation

• Technology neutral 



Trust Framework
•

•

Mutual recognition

•

•

•

Legal effect

Legal Framework



GOVERNANCE REGIME

Dimension Authority level

Standards/guidance 

Supervisor

Accreditor

Auditor

Certification authority 

Certificate 

Law

Example

ETSI: European Telecommunications Standards Institute

ANSSI: Agence Nationale de la Sécurité des Systèmes d'Information 
(National Agency for the Security of Information Systems).

COFRAC: Comité Français d'Accréditation (French Accreditation Committee)

3 private providers 

30 private and public providers

User

eIDAS: Electronic Identification, Authentication and Trust Services.

EU

France



FRANCE CASE STUDY

Root CA - ANSSI

France

CA CA CA CA

European Union

eIDAS

CA CA CA CA

N = 28 of which 5 public and 23 private

ANTS MOI MFA ….

All public

Public entities

IGC/A

Minority use cases for example inter-ministerial communications Majority use cases



Netherlands 

NETHERLANDS CASE STUDY

European Union

eIDAS

CA CA CA CA

N = 28 of which 5 public and 23 private

Public entity

Government root CA

Private 
CA

Private 
CA

Private 
CA

Private 
CA

Public entities

CA CA CA CA CA CA CA CA

Public Sector Private Sector



SAUDI ARABIA CASE STUDY

National Information Center (NIC) CA 

CA Saudi Telco CA Other Telecom

Public Sector Private Sector

Root CA (NIC)
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USE CASES OF 
E-SIGNATURES

Government procurement

Real estate

Payroll

P2P payment



DOMAIN 3: FINANCIAL SECTOR



DIGITAL ID AS AN ENABLER FOR DIGITAL TRANSFORMATION

Digital ID is the great enabler. It 
makes it possible for individuals to 
engage with digital transactions 
remotely and at high levels of 
trust.

Being able to reliably prove who 
we are also means that trusted 
data can be shared as part of 
these rich transactions. 



























DEMYSTIFYING LAW 81'S 
TERMINOLOGY



RELEVANT 
ARTICLES FROM 
LAW 81-2018



ZOOM ON CDD AND EKYC



















LOOKING AHEAD



WORKSHOP SERIES (TENTATIVE)

June July September November

• Digital ID
• E-Signature

• E- Government
• Data Hosting/Cloud

• Cybersecurity
• Service Digitalization

Presentation of DTS 
Implementation Roadmap



Lebanon Digital Transformation Strategy

2020 - 2030

Thank you
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