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Background

The government of Lebanon, in an effort to enhance the efficiency and transparency of
administrative operations within its various entities, has embarked on a significant project to
implement a state-of-the-art fingerprint identification system. This initiative is based on
Decree Number 12774, dated December 20, 2023. The primary aim of this TOR is to outline
the requirements and objectives for the installation and deployment of fingerprint machines
across governmental entities.

Effective management of employee attendance is a cornerstone of operational efficiency
and accountability within any organization, and this is especially true for governmental
entities where transparency and reliability are paramount. The current manual or semi-
automated systems in place have proven to be inadequate, often leading to discrepancies,
inefficiencies, and difficulties in maintaining accurate attendance records. To address these
challenges, the Lebanese government has mandated the installation of an advanced
fingerprint identification system.

The core objective of this project is to design and implement a secure, efficient, and flexible
fingerprint identification system for managing employee attendance within various
governmental entities in Lebanon. This system is expected to significantly improve the
accuracy of attendance records, reduce instances of time fraud, and enhance overall
administrative efficiency.

At this initial stage, the project will involve the standalone operation of fingerprint machines
integrated with essential software features. The implementation will cover the following key
components:

Approximately 215 fingerprint machines will be installed across various governmental
entities. The total number of machines will be plus 20%, depending on specific needs and
site conditions.

The fingerprint machines will be equipped with robust software designed to manage
employee attendance records efficiently. The software must ensure secure data handling,
user-friendly interfaces, and seamless integration with existing systems at governmental
entities.
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To complement the fingerprint machines, a mobile application will be developed to support
around 1174 users. This application will provide remote access to attendance data, allowing
for real-time monitoring and management of employee attendance.

The installation of fingerprint machines, supported by essential software features and a
mobile application, represents a strategic move towards modernizing administrative
operations within Lebanese governmental entities. By leveraging advanced biometric
technology, the government aims to create a more transparent, efficient, and secure
environment for managing employee attendance. This project not only aligns with the
government's commitment to technological advancement but also sets the stage for future
enhancements in public sector management.

Provisions

The fingerprint identification system for managing employee attendance within various
governmental entities in Lebanon should be designed and implemented to be secure,
efficient, and flexible. The project unfolds in two phases: standalone operations with
essential software features and a transition to a cloud-based system with advanced features
and modules. Only Phase 1 of the project will be implemented at this time. Below, we
provide an overview of Phase 2, which should be executed at a later stage under a different
bid and Terms of Reference (TOR). Annex 6 contains details such as the number of sites,
addresses, governmental entities, approximate number of users, and other essential
information. The number of machines needed is approximately 260, with a possible
variation of 10%, to be confirmed by the company after the final assessment. Similarly, the
number of mobile users required is 1174, also with a possible variation of 10%.
A contract will be signed between the final contractor and the Office of the Minister of State
for Administrative Reform with two main obligations:

o First Obligation: This includes the purchase, installation, and operation of mobile
applications and electronic fingerprint machines, along with their maintenance for
one year and warranty.

e Second Obligation: The renewal of the mobile applications license only, under a
second contract, with a duration of two years from the end date of the first contract.

Phase 1: Standalone Operations

Objective: To provide each entity with a localized standalone solution to facilitate the
monitoring and reporting of employee attendance through punching in and out using
fingerprint machines, the reports generated from the solution will be used in the procedure
to verify the attendance of the employee as stated in the Decree Number 12774, dated
December 20, 2023. The contractor will handle the assessment installation, training, and
support.
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Phase one Tasks:

1. Assessment and Planning

Site Assessments:

Conduct thorough site assessments after signing the contract to understand the
infrastructural and operational environments within  ministries and
governmental entities. Site assessments are mandatory for at least 50% of the
sites, which will be agreed upon between the contractor and OMSAR and will be
carried out as the first task in the project. Note that the contract should visit at
least one location per governorate. This will help the contractor evaluate the
conditions on the ground before installation, making the process smoother. The
site assessments will be conducted after the offer is accepted. The
accompanying Excel file contains addresses and contact information, which will
facilitate the process and help gather necessary information about the sites. As
for participants, it is optional for them to visit sites.

The governmental entity is responsible for providing the necessary
infrastructure to install the fingerprint machines. They should coordinate with
the company installing the machines to address all technical requirements. This
coordination should be achieved through site visits or by gathering all relevant
information through direct contact.

Identify geographical challenges and plan for solutions that accommodate these
unique conditions.

Work closely with stakeholders from each governmental entity to gather
detailed requirements, including operational needs, security protocols, data
management practices all the previous stated requirements in the lines above,
must be standard in the solution and not based on an entity private preference,
and integration points with existing systems and hardware, integration in the
sense that the provider will use current existing infrastructure in the entity is a
viable request, but it must be taken into consideration if the entity does not
have the proper or compatible infrastructure in place.

2. Hardware Specifications

Fingerprint Scanners:

Ensure high-accuracy fingerprint scanning with minimal error rates. The False
Acceptance Rate (FAR) should be no more than 1%, and the False Rejection Rate
(FRR) should be no more than 1%.

Include local storage of fingerprint data and transaction logs to support
operations.

Each fingerprint machine should have a minimum storage capacity to store
1,000 fingerprint templates.
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e Design devices to withstand environmental challenges such as dust, moisture,
and electrical fluctuations the devices must operate effectively within a
temperature range of -10°C to +50°C {14°F to 122°F).

e Approximately 215 fingerprint machines will be installed across different
locations within Lebanon. The bidder after signing the contract will perform a
detailed assessment for further information about the exact number of
machines and other properties.

Data Storage and Security:

e Backup mechanisms to prevent data loss.

e Establish security protocols to prevent unauthorized software modifications or
physical tampering.

e Use secure authentication methods for administrative access.

3. Software Specifications
Core Features:

e Enable the generation of various reports (attendance records, and summary
reports) that are exportable in multiple formats (like PDF and/or Excel)

e The fingerprint machines should be capable of generating comprehensive time
attendance reports with features that include customization by time periods
{daily reports providing detailed attendance information for each day, weekly
reports summarizing attendance data for each week, monthly reports offering
comprehensive attendance summaries for each month, and annual reports
summarizing attendance data for each year). Additionally, the reports should
have search and filter capabilities by essential properties such as Employee ID,
name, and date range).

o Employees enroll in the fingerprint machines with the support of the bidder,
following a secure and efficient process. With the assistance of the bidder,
initiate the enrollment process by entering the employee’s identification details,
such as Employee ID and name, into the system. Employees place their fingers
on the fingerprint scanner, and the device captures and processes the
fingerprint images to create biometric templates. The system performs a quality
check on the captured fingerprints, requiring rescan if necessary, to ensure
clarity and usability. The system may require multiple scFans of the same finger
or scans of multiple fingers to create a robust biometric profile. The biometric
templates are stored. Employees verify their enrollment by scanning their
fingers again to confirm that the captured templates match the stored data. The
system confirms the successful enrollment of the employee, notifying the
administrator.

Interoperability and Device Management:
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e Support cross-device compatibility to accommodate different fingerprint device
models and manufacturers.

e Provide a uniform device management interface for easy configuration and
management.

e Include capabilities for device management, such as firmware updates and
monitoring device health.

Multi-Location Attendance and Mobility:

s  Ability to support employees checking in and out from different locations since
the employees who are using the mobile version can check in and check out
from various locations

o Offer mobile application support for attendance with secure authentication and
geolocation features.

» The mobile application for check-in and check-out facilitates convenient and
efficient attendance tracking for employees. Employees log in using secure
authentication methods such as username/password or biometric verification.
The application verifies the employee's location using GPS or geofencing. For
check-in, the employee selects the check-in option, and the application captures
the current time and location, transmitting the data securely to the central
attendance system, which records it in real-time and sends a confirmation
notification. The check-out process is similar, capturing and transmitting the
time and location data securely. All data is encrypted during transmission and
storage to ensure privacy and security, and the central attendance system is
updated in real-time for immediate access by administrators.

4. Installation and Configuration
Device and Software Setup:

e Configure the software suite to meet the operational and management needs of
each governmental entity.

o Set up secure communication channels for data transmission between
fingerprint devices and the central or local server.

5. Integration with Existing IT Infrastructure
System Integration:

o Assess compatibility issues or upgrades and recommend needs to support the
new system every six months.

» Integrate the software suite with existing IT systems, setting up data exchange
protocols and ensuring seamless information flow between systems.

e Conduct comprehensive testing to verify that both hardware and software
components are fully operational and integrated with the existing infrastructure.
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6. Training and Support
Initial Setup Assistance:

e Provide on-site assistance during the initial setup phase to guide entities
through the process of enrolling employees in the system, capturing
fingerprints, entering employee details, and configuring system settings.

e Conduct orientation sessions for employees to familiarize them with the
fingerprint scanning process, the importance of accurate data entry

Ongoing Support:

¢ Have a helpdesk with trained technical support personnel to provide assistance
with software issues, hardware malfunctions, and user inquiries

o Schedule regular software updates to address bugs, enhance security, and add
new features based on user feedback and technological advancements.

e Conduct regular preventive maintenance at least every six months to check
hardware components and identify and rectify potential issues before they lead
to system downtime.

7. Operational Support and Maintenance
Support Plan:

o Regularly schedule software updates and preventive hardware maintenance.

o Deploy rapid response teams for urgent repairs.

s The contractor must adhere to the deadlines specified in the contract, under
penalty of paying the fines specified therein.

Fines will be automatically imposed on the contractor upon breach of the contract
terms without the need to prove damages.

A late fee will be calculated as follows:

A late fee of 0.5% of the value of each fingerprint machine for each day of delay in
the installation and operation of the machines and the licensing and operation of the
mobile applications (Mobile App).

A fine of 0.5% of the contract value for each day of delay in meeting maintenance
and emergency repair requirements within the timeframe specified in Article 22 of
the contract's special conditions (48 hours). Any part of a day will be considered a full
day, and the total fines will not exceed 10% of the contract value. If the delay fines
exceed the mentioned percentage, the provisions of Article 33 of the Public
Procurement Law will apply. In all cases, the performance guarantee will be
temporarily seized until the final settlement of the contract.
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System Downtime Management:

Manage planned downtimes and establish disaster recovery plans.
Provide specialized support during system transitions.

Warranty and After-Sales Support:

Offer a 1-year warranty and maintenance covering hardware fix or replacement
when needed and software potential issues.

Provide dedicated after-sales support for continued system updates and
maintenance.

We require a comprehensive 1-year warranty for the fingerprint machines that
includes full hardware replacement if needed, hardware and fingerprint sensor
repairs, software updates, software corrections, and bug fixes. This warranty
should ensure that any issues with the machines, whether hardware or
software, are promptly and effectively addressed. Additionally, we request
maintenance services for an additional two years (covering the second and third
years). The maintenance services during these two years will be the financial
responsibility of each respective governmental entity. Maintenance should
encompass all aspects of the system, including hardware repairs and
replacements, software updates and bug fixes, and support for the mobile
application. The bidder must ensure that all components of the system remain
fully operational and up to date throughout this period. It is crucial that the
bidder provides a clear and detailed maintenance plan outlining the procedures
for handling hardware failures, software updates, and application support,
ensuring minimal downtime and uninterrupted service.

8. Training and User Adoption

Onboarding and Registration Assistance:

Offer on-site assistance during the initial setup phase including employee
onboarding
Conduct employee orientation sessions to familiarize them with the system.

Resources and Support:

Provide detailed user manuals and quick start guides.
Offer comprehensive training programs for IT staff and system administrators.

9. Performance Monitoring and Reporting

Security and Compliance Reporting:
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e Maintain detailed audit trails and access logs

Phase 2: Cloud-Based System Transition

Below is a summary plan for phase two:
Phase 2 focuses on transitioning to a cloud-based solution, enhancing software capabilities,
and ensuring robust report generation, with an estimated launch timeline of 1 to 2 years.
Key components include developing a detailed roadmap with technical milestones, assessing
current IT infrastructure, and creating a migration timeline. It also involves ensuring data
backup and disaster recovery protocols, integrating software with existing IT systems, and
migrating data to a central cloud location. The software will be enhanced to include
advanced HR modules and built with a scalable architecture. Report generation will cover
HR, attendance, payroll; leave management, performance analytics, and compliance.
Additional features include customizable dashboards, automated notifications, data
integration tools, and enhanced security measures. Testing will involve pilot tests,
continuous performance monitoring, and specialized support during the transition. Cloud
compatibility will be ensured by selecting appropriate platforms and establishing
performance monitoring tools.

Technical Specifications

Specification Description Yes/No

High-accuracy fingerprint scanning with minimal error rates — define baseline
FAR/FRR (The False Acceptance Rate (FAR) should be no more than 1%, and
the False Rejection Rate (FRR) should be no more than 1%.)

Local storage of data logs to support operations

Data Backup: Mechanism provided to prevent data loss

Robust design to withstand environmental challenges like dust, moisture, and
electrical fluctuations

Availability now or maximum by 2 months from signing the contract of
approximately 260 fingerprint machines to be installed across different
locations within Lebanese territory

Capability to generate various reports (attendance records and summary
reports) exportable in multiple formats (PDF and/or Excel)

Support for synchronization of attendance data

User customization options for the software interface and reporting

On-site assistance during the initial setup phase

Conducting employee orientation sessions to familiarize them with the
fingerprint scanning process
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Security protocols to prevent unauthorized software modifications

Secure authentication methods for administrative access for machine and

software

User access control and management

Comprehensive user manual

Detailed documentation for system installation, configuration, and operation

Training programs for IT staff and system administrators

Mobile application support for remote attendance

The contractor to perform site assessments to evaluate existing network

infrastructure and physical spaces for hardware installation

Compatibility checks with existing server(s) and network equipment

Company Qualifications

Qualification

Proof Required

Yes/No

Certificate from the Chamber of Commerce, Industry, and
Agriculture proving engagement in relevant business
activities

Valid certificate

Certificate of successful completion of similar projects within
the last three years, with details of the projects

Certificates
including project
details {execution
date, duration,
value)

Proven ability to manage and implement large-scale
biometric and attendance tracking systems, supported by a

Case studies and

comprehensive portfolio of similar successfully implemented | references
projects (at least two)
Financial
, . . . statements
Report by external auditor showing financial stability .
audited by an
accounting firm
for the last three
years
Submission of financial documents for the past three years, | financial
collectively showing total revenue of at least $50,000. statements

Commitment to evolving technologies and services to meet
future needs

Documentation
of technological

advancements
. . . N . Project
Project management plan including timelines, milestones,
. management
and deliverables
plan
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Ability to provide user training and support to ensure
effective system utilization

User training plan

Company experience with at least 3 years in the market registration

Company

documents

A minimum of 6 employees, including qualified professionals
in the relevant field, with at least two technicians who have
at least 2 years of experience in implementing fingerprint
machines.

Employees CVs

Additional Requirements:

Bidders have the option to inspect work sites before submitting their offer. This
must be accompanied by an inspection report and declaration.

For foreign bidders, compliance with conditions regarding legal representation in
Lebanon is required, which should be evidenced by proof of a legal representative or
agent in Lebanon.

Service Level Agreement (SLA)

The following Service Level Agreement (SLA) outlines the required service standards and
commitments from the bidder regarding the provision, maintenance, and support of the
fingerprint machines and associated software. This SLA ensures that the system remains
fully functional, secure, and up to date, while also providing prompt and effective technical
support.

Helpdesk and Technical Support

1. Helpdesk Establishment: The bidder must establish a helpdesk staffed with trained

technical support personnel available to address any issues or queries from users.
The helpdesk should be accessible via phone, email, and online chat, with support
available during standard business hours.

After-Sales Support: Comprehensive after-sales support must be provided, including
technical assistance, software updates, and hardware maintenance. This support
ensures continuous system functionality and addresses any post-deployment issues.

Software Updates and Maintenance

1.

Regular Software Updates: The bidder is responsible for providing regularly
scheduled software updates. These updates should address bugs, enhance security,
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and add new features to improve system functionality. Updates must be
communicated to the relevant entities and deployed in a timely manner.

2. Bug Fixes and Software Corrections: The bidder must promptly address and correct
any software bugs or issues reported by users or identified during regular
operations.

Hardware Maintenance and Rapid Response

1. Preventive Maintenance: Regular preventive maintenance checks on hardware
components are required to identify and rectify potential issues before they affect
system performance. This includes checking the functionality of fingerprint sensors
and other critical hardware components.

2. Rapid Response Teams: The bidder must deploy rapid response teams for urgent
hardware repairs or replacements. These teams should be capable of addressing
critical hardware failures promptly to minimize downtime and ensure continuous
system operation.

System Performance Metrics and Reporting

1. Performance Monitoring: The bidder must implement a system to monitor and
report on system performance metrics. This includes tracking uptime, response
times, and the number of incidents reported and resolved.

2. Regular Reporting: Detailed performance reports should be provided to the relevant
governmental entities every six minths. These reports should include information on
system performance, maintenance activities, and any incidents or issues addressed.

Warranty and Extended Maintenance

1. 1-Year Comprehensive Warranty and Maintenance: A comprehensive 1-year
warranty and maintenance must be provided for the fingerprint machines, including
full hardware replacement if needed, hardware and fingerprint sensor repairs,
software updates, software corrections, and bug fixes. This warranty ensures that
any issues with the machines, whether hardware or software, are promptly and
effectively addressed.

2. 2-Year Extended Maintenance: Maintenance services for an additional two years
(covering the second and third years) are required. During this period, the
maintenance services will be the financial responsibility of each respective
governmental entity. Maintenance should encompass all aspects of the system,
including hardware repairs and replacements, software updates and bug fixes, and
support for the mobile application.

Maintenance Plan

1. Detailed Maintenance Plan: The bidder must provide a clear and detailed
maintenance plan outlining the procedures for handling hardware failures, software
updates, and application support. This plan should ensure minimal downtime and
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uninterrupted service, detailing the response times and escalation procedures for
various types of issues.

Additional Terms

1. Security and Data Protection: All data handled by the system must be protected
using industry-standard encryption and security protocols. The bidder is responsible
for ensuring the security and confidentiality of all biometric and personal data.

2. Training and Documentation: The bidder must provide comprehensive training to
the designated technical staff of the governmental entities, as well as detailed
documentation on the use and maintenance of the fingerprint machines and
software.

Customer Satisfaction: The bidder is expected to maintain a high level of customer
satisfaction, addressing any concerns or issues raised by the governmental entities
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